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1
Decision/action requested

This document proposes upteates to key issue #1 of the TR 33.857. SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TR 33.857, v 0.1.0.
3
Rationale

The key issue #1 mentioned two architectural changes on SNPN and the possibility of impact on security architecture. This contribution further illustrate that the potential impacts are on the different types of credentials and authentication methods. This contribution proposes to update the details and requirements of key issue #1.
4
Detailed proposal

***
BEGIN CHANGES
***
5.1
Key Issue#1 Credentials owned by an external entity

5.1.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN in TR 23.700-07 [3].

TR 23.700-07 [3] contains numerous solutions addressing Key Issue #1 of which these architectural changes may have an impact on security architecture, for instance, primary authentication.. Some solutions rely on an AAA-S external to the SNPN, depicted in 5.Y.1-2. The AAA-S may use a non-3GPP credential and non-AKA based authentication method for primary authentication. And others rely on an AUSF separated from the SNPN the UE is attempting to access, depicted in 5.Y.1-1. The AUSF may use a 3GPP credential and AKA based authentication method for primary authentication.
Editor’s note: The solutions depicted are preliminary and might expand or reduce based on SA2 conclusion.
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Figure 5.1.1-1: SNPN + PLMN
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Figure 5.1.1-2: SNPN + non-PLMN
The solution are to describe how authentication is done with credentials owned by an entity separate from the SNPNand how keys may be shared between an entity separate from the SNPN and the SNPN,considering trust relationship between the SNPN and the separate entity owing the credentials.

5.1.2
Security threats

Weak authentication procedures may allow attackers to impersonate the UE towards the SNPN or vice versa.

Sharing of keying material between the SNPN and an entity separate from the SNPN during the key establishment procedure where authentication and key agreement is the same, may imply that a third party can derive keys on its own.

5.1.3
Potential security requirements

-
The UE and SNPN shall support AKA based network access authentication procedure with 3GPP credentials owned by an entity separate from the SNPN.
-
The UE and SNPN shall support non-AKA based network access authentication procedure with non-3GPP credentials owned by an entity separate from the SNPN.
***
END CHANGES
***
